ITAMATKA
00 yci10BUsIX HCO/1b30BaHKs cucTeMbl « UHTepHeT-bank» u «Kimenr-bank»
OAO «TomcknpomcTpoiidank»

1. Bxox B cucremy «/MHTepHeT-baHk» OCyIIECTBISNTE TOABKO ¢ OQHIHATBHOrO caiita banka
http://tpsbank.tomsk.ru/ niau https://ibank.tpsb.com.ru/. He Bxogure B cucremy «MHTepHeT-bank»
M3 MCTOYHHKOB B CeTH MHTEPHET, TaK KaK 3TO MOIYT ObITh CAWTHI ABOMHMKH, HAIPABJICHHBIE Ha
Kpa)ky Balllero JIOTWHA U MapoJis A Bxoja B cucreMmy «MHTepHeT-bank» (¢pummHr - ataka).

2. Bxom B cucremy «Knmenr-baHk»  oOCylIecTBIS€TCS TOJIBKO C  HCIOJB30BAHHUEM
CHELMATU3UPOBAHHOTO IporpaMMHoOro obecreueHus: banka.

2. He Bxoaute B cucremy «lHTepHer-baHk» € MecT, re BbIXOJ B CeThb HHTEPHET SIBJIACTCS
o01me10cTYNIHBIM (MHTEpHeT-Kade), a TakKe ¢ HeM3BeCTHbIX Bam komnbroTepoB. CymecTByeT pUCK
Kpaxu Bamero jgormHa M napoJsi MOIIEHHMKAMH 3a CYET MHCIIOJIB30BAHHUSA BPEAOHOCHOTO
MIPOTrPaMMHOTO 00€CTICUCHHUSI.

3. He Bxoaute B cucremy «MurepHer-6ank» n «Knuenr-bank» ¢ HOyTOyka B 001IeCTBEHHOM
MecTe, TaK KaK CyIIEeCTBYET PUCK ITOACMOTPETh Ball 10oruH 1 naposs.

4. Ilepen BxoaoM B cucrtemy «MHTepHeT-bank» yOeautech, 4TO MoJie agpec COOTBETCTBYET
opunuaabHomy aapecy caiita (http:/tpsbank.tomsk.ru/, https://ibank.tpsb.com.ru/). MomeHHKHN
MOI'YT €03aTh CAaiiT IBOMHMK, KOTOPbIl BHEIIHE Oy/eT MOXO0XK Ha calT OaHKa, HO ajpec caiiTa MOXeT
OTJIMYATHCS HA OJHY OYKBY.

5. He coo0maiiTe cBOii nmapoyb HUKOMY. baHk HU KOT/1a He 3ampanMBaeT HHPOPMAIIHIO O JOTHHE
U napose st Bxojaa B cucremy «MHTepHET-bank» u «Kiuent-banky.

6. OcymecrBasiite Bxoa B cucremy «MHreprer-bank» n «Knuenr-bank» ¢ komMmbloTepa, Ha
KOTOPOM YCTAHOBJICHO JIMLEH3NOHHOE NMPOrpaMMHoOe o0ecre4eHne, B TOM YHCJIe CPEACTBA 3alMThI
(aHTHBHpYC, MEXCETEBOM IKPAH, CUCTEMA pa3rpaHUYECHHUs IIpaB AOCTYIA U T.JI.).

7. HWcnmoab3yidTe BO3MOXHOCTH IO TOATBEPKICHUIO JOKYMEHTa C TOMOIIBK  KOJa,
creHeprpoBaHHOro OTP-TokeHOM MM OTHPABJIEHHOI0 B CMC COOOIIICHUH.

8. Bbixog u3 cucrembl «MHTepHeT-baHk» HEOOXOAMMO OCYHIECTBJISITH IyTeM HaKaTHSA Ha
KHONIKY «BbIxom», a He myTem 3aKpbITust web-Opaysepa.

9. ByabTe BHUMATEJbHBI TPU MTOJYYCHUU TTHCEM MM CMC-COOOIIEHUH SKOOBI OT UMEeHH baHka.
OcHoOBHBIE IPU3HAKH, TOT0, YTO COOOIICHHE OTIIPABJICHO MOIICHHUKAMU:

- CChUIKA, YKa3aHHAs B COOOLEHHH, He COAep:KUT Ha3BaHMsA baHka, 1u00 COIEepKUT ero B
MCKa)XEHHOM Buje, Hanpumep, http://tpsbbank.tomsk.ru;

- 3ampamuBaeMbie B COO0IIEHUH AeHCTBHA TPeOyoT Bamero cpo4Horo orsera Wi NpUHITHS
HEMEJJIEHHOTO JAeUCTBUS (Ball cyeT OyaeT 3a0,J0KHPOBAH);

- B co0O1IeHNHN TpedyeTcsl NMPeI0CTaBUTh, OOHOBUTH WM MOATBEPAUTH Ball JOrMH U nmapojb K
cucreme «Murtepuet-bank» w/umm «Knuenrt-bank»;

- COJEpPKUT UH(OpMaIHIO, UTO Ha Baml cueT moCTyNnuJIM ieHeKHbIe CpeIcCTBa, KOTOPbIX Bbl He
OKMIAJTH.

10. He oTBeuaiiTe Ha COO0LIEeHNs, MUCbMA WIH TeJie(pOHHBbIE 3BOHKH, AKO0bI OT UMeHU baHka,
¢ Mpock00i BbICIATh naposb oT cucteMsl «MHTepHeT-bank» n/unn «Knuent-bank». bank Hukoraa e
3alpaliMBaeT y KJIMEHTOB MePCOHAJIbHbIE IaHHbIE.

11. Ilpn o0mennu ¢ corpyanukamMu baHka moiab3yiHTech TOJIBKO TEMH TeJie)OHAMH, KOTOpPbIE
yKa3aHbl Ha caiiTe 0aHka, 1100 noiydyeHsl Bamu 0T cOTPYIHUKOB OaHKA JIMYHO.

12. B cayyae eciim npu BKJIKOYEHHH WIHM B Npouecce padoThl cucTeMbl «MHTepHET-0aHK» WIIH
«Knuent-bank» OyayT oOHapyxeHbI KaKHe-TO He HMMeBIIMEe paHee MecTa COOBITHSI, TaKhe, Kak
HellITaTHble MHPOPMALMOHHBIE OKHA, IJIaTeXH, Bamu He MpOBOIUBIINECS WM HE CAaHKI[MOHUPOBAHHBIE,
coobmieHust 00 ommubKkax, cOOOLIEHHS O HEBEPHOM KIIOYe JOCTyNa WM Taposie, U T.I. - JIHLY,
OTBETCTBEHHOMY 3a pabOTy C CUCTEMOH, HAJJEKUT 3apUKCUPOBATh CYTh COOBITHS, IPEKPATUTh PabOTYy,
BBIKIIFOYATH KOMITBIOTEP M HE3AMEUTUTEIBHO YBEAOMUTD 0 COOBITHH COTPYAHNKOB baHnka.

Coburogenune Bamu 3THX yCJI0BHH MO3BOJIMT CHU3UTh PUCKH, CBSI3AHHBIE C HCI0/1b30BAHHEM
cucrem «MHTEepHeT-0aHK» MK «KiimeHT-BaHKk» U NpeAOTBPaTUTh HECAHKIMOHUPOBAHHBIH J0CTYII
K Bammm 1eHeKHBIM CpeacTBaM.
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