NMAMATKA
“O MEPAX BE3OIMNACHOIO UCIMOJIb3OBAHUA BAHKOBCKUX KAPT”

CobniogeHne pekomeHgaumi, cogepxawimxca B MamATke, no3sonuT obecneynTb MakCUMarbHYl COXPaHHOCTb
BaHKoBCKOW KapTbl, ee peksuauToB, MNMWH un Apyryx AaHHbIX, @ TaKKe CHU3UT BO3MOXHbIE PUCKN MPWU COBEPLUEHUU
onepauuii ¢ ucrnonb3oBaHneMm 6aHKOBCKOW kapTbl B GaHkoMaTe, npu 6esHanMyHow onnare TOBapoB M yCnyr, B TOM yucne
Yepes ceTb NIHTepHeT.

OOwme pekoMeHaaLUu

1. Hukorga He coobwaite MUH TpeTbmm nnuam, B TOM 4YMCNEe POACTBEHHMKAM, 3HAKOMbIM, COTPYAHMKaM
KpeauTHON opraHmnsaumm, kaccmpam 1 nuuam, noMmoraoownm Bam B ncnonb3osaHun 6aHKOBCKON KapThl.

2. NMNH HeobxoaMMO 3anNOMHUTL UMK B Cry4Yae, ecnn 3To ABNSAETCA 3aTpyAHUTENbHBIM, XPaHUTb ero OTAEeNbHO OT
BaHKOBCKOW kapTbl B HEABHOM BMAE U HEAOCTYNHOM AN TPETbMX NL, B TOM YMCne poACTBEHHMKOB, MeCTe.

3. Hukorga HM npu kakmx oBCToATENbCTBaxX He nepefasaiite GaHKOBCKYHO KapTy ANS MCMNONb30BaHWUA TPETbMM
niuam, B TOM 4Yucne poAcTBeHHUKam. Ecnu Ha GaHKOBCKOW KapTe HaHeceHbl amunusa n ums rusnyeckoro nuua, To
TONbKO 3TO PU3MYECKOE NUL0 MMEET NPaBo UCMoNb3oBaTh HAHKOBCKYIO KapTy.

4. Mpu nonyyeHnn GaHKOBCKOW KapTbl pacnuwnTeCb Ha ee 0BOPOTHOW CTOPOHE B MecTe, NpeaHasHayeHHOM Ans
noanucu aepxarens 6aHKOBCKOW KapThbl, €Cnn 3TO NpeayCcMOTPeHO. OTO CHU3UT PUCK MCMONb3oBaHNS 6aHKOBCKOM KapThbl
6e3 Bawlero cornacus B crnyyae ee ytparhl.

5. ByapTe BHMMaTENbHbI K YCOBUSIM XpaHEHUS 1 UCrofib3oBaHWA 6aHKOBCKOW kapTbl. He noasepravite 6aHKOBCKYO
KapTy MexaHU4YeckuM, TemnepaTypHbIM U 3NeKTPOMarHUTHbIM BO3OEWCTBUAM, a Takke usberanTe nonagaHus Ha Hee
Bnarn. baHKoBCKy0 KapTy HENb3s XpaHUTb PSAOM C MOBUNbHBIM TENEOHOM, BBITOBON 1 OPUCHON TEXHWUKOIA.

6. TenedoH KpeoUTHOM opraHusaumm — 3MuUTeHTa 6GaHKOBCKOW KapTbl (KpeAWTHOW opraHusauuy, Bblaaslien
BaHKOBCKYl0 KapTy) ykasaH Ha oBOpOTHOW CTopoHe GaHKOBCKOW kapThl. Takke HeobxoauMmo Bcerga MMeTb npu cebe
KOHTaKTHble TernedoHbl KpeaUTHON opraHM3aumMm — 3MuTeHTa 6aHKOBCKOW KapTbl 1 HOMep GaHKOBCKOW KapTbl Ha ApYyrux
HocuTenax WHOPMaLUK: B 3anUCHOW KHIXKE, MOBMNbHOM TenedoHe Wunu Apyrux HOCUMTENAX WHgOpMaumn, HO He
psgom ¢ 3anucbto o MNMAH.

7. C uenbio npefoTBpalLeHNss HenpaBOMEPHbIX OENCTBUA MO CHATUIO BCEN CyMMbl JOEHEeXHbIX CpeAcTB C
6aHKOBCKOro cyeTa LenecoobpasHO YCTaHOBUTb CYTOYHBLIA NMMUT Ha CymMMmy onepauumi no 6aHKOBCKOW kapTe W
OAHOBPEMEHHO MNOAKIMIOYMTL 3MEKTPOHHYIO YCNyry OMOBELLUEHWS O MpOBEAEHHbIX ornepauuax (Hanpumep, ornoBeLleHue
nocpeacTsoM SMS-coobLeHNiA Unm nHbIM crnocobom).

8. Mpu nonyyeHWn npocbObl, B TOM YWCME CO CTOPOHbI COTPYAHUKA KPEAUTHOW OpraHusauuu, coobLMTb
nepcoHarnbHble AaHHble UM nHdpopmaumio o 6aHkosckon kapTe (B Tom uucne MNMNH) He coobuialite ux. MNepessoHuTe B
KpeauTHYI0 opraHu3aumio — 3MUTEHT BaHKOBCKOW KapTbl (KPEAUTHYIO OpraHusaumio, BblaaBlUyo GaHKOBCKYO KapTy) U
coobLwmTe 0 faHHOM dhakTe.

9. He pekomeHayeTcs OTBeYaTb Ha 3MEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHW KPeAUTHOW opraHusauuun (B TOM
yncne KpeauTHOW opraHM3aumMm — aMnTeHTa 6aHKOBCKOWM KapThbl (KpeAWTHOW opraHu3aumu, BbigasLluein 6aHKOBCKYO KapTy)
npegnaraeTca NpefocTaBUTb NepcoHanbHble AaHHble. He cnepyiite no ‘“ccbinkam”, ykasaHHbIM B NUCbMax (BKMoyas
CCbINKW Ha CalT KpeaUTHOW opraH1M3aumm), T.K. OHM MOTYT BECTM Ha CalTbl-ABOVHMUKN.

10. B uensax mHopmMauMOHHOro B3aUMOAENCTBUSA C KPEAUTHOW OpraHusaumein — 3MUTEHTOM GaHKOBCKOW KapThbl
(kpeanTHOW opraHuMsauuy, BblgaBlle GaHKOBCKYIO KapTy) peKOMeHAYeTCs WMCMOoMb30oBaTb TOMbKO PEKBU3UTbI CPEeAcTB
cBA3M  (MOOWMBHBIX M CTauuoHapHbIX TenedoHoB, ¢akcoB, WHTEPaKTUBHbIX Wweb-canTos/nopTtanoB, OObLIMHOW 1
SMEKTPOHHOM MNOYTbl M Np.), KOTOpble YyKasaHbl B [OKYMEHTax, MOfyYeHHbIX HEenocpeacTBEHHO B KpeauTHOWN
opraHM3auum — aMuTeHTe 6aHKOBCKOW KapThbl.

11. NomHuTe, YTO B cnyyae packpblTna NMNH, nepcoHanbHbIX AaHHbIX, YTpaTbl GAHKOBCKOW KapThbl CYLLECTBYET PUCK
COBEpLUEHUSI HENPaBOMEpPHbIX AEWCTBUIA C AeHeXHbIMW cpefcTBamu Ha Bawem 6aHKOBCKOM cyeTe CO CTOPOHbI TPETbUX
nmy,.

B cnyyae ecnu nmetoTca npeanonoxeHns o packpbltum NMUH, nepcoHanbHbIX AaHHbIX, NO3BONSIOWMNX COBEPLUNTL
HernpaBoMepHble AelcTBMA ¢ Bawmm 6aHKOBCKMM cYETOM, a Takke ecnu 6aHkoBckas kapTa 6bina yTpadyeHa, Heo6xoammo
HeMeAneHHO o6paTUTbCA B KPEAMTHYIO OpraHvM3auuio — 3MUTEHT 6aHKOBCKOW KapTbl (KPeAMTHYIO OpraHusauuio,
BblAaBLlyt0 GaHKOBCKYlO KapTy) U CrneaoBaTb YKa3aHUAM COTPYAHUKA JaHHOW KpeAWTHOW opraHu3dauun. [1o momeHTa
obpaleHnsa B KpeAuTHYI0 opraHusauuio — SMUTEHT ©OaHKoBCkOM KapTbl Bbl HeceTe puck, CBfi3aHHbLIA C
HeCaHKLMOHNPOBaHHbLIM CNCaHWeM AeHeXHbIX CpeAcTB ¢ Bawero 6aHkoBckoro cyeta. Kak npasmno, CornacHo ycrnosusm
Jorosopa C KpeAWTHOW opraHusaumen — SMUTEHTOM GaHKOBCKOW KapTbl AeHEeXHble cpefcTsa, crnucaHHble ¢ Bawero
BGaHKOBCKOro cuyeta B pesynbTaTe HeCaHKLMOHWPOBAHHOroO Mcrnonb3oBaHus Balwew 6aHKOBCKOW kapTbl OO MOMEHTa
yBeaoMreHusa o6 STOM KpeaAUTHOW opraHn3auum — aMuTeHTa 6aHKOBCKOWM KapThl, He BO3MeLLaloTCs.

PekomeHOauuu npu coBeplieHUn onepauuin ¢ 6aHKOBCKOW KapToi B 6aHKoMaTte

1. OcyLuecTBnganTe onepaumm ¢ Ucnonb3oBaHneMm 6aHKOMaToB, YCTaHOBMNEHHbIX B 6e3onacHbIX MecTax (Hanpumep,
B rOCYAApPCTBEHHbIX YYpexaeHusax, nogpasgeneHusax 6aHkoB, KpynHbIX TOProBblX KOMMMeKcax, rocTMHMULax, asponoprax
nT.M).

2. He wncnonb3yinTe ycTponcTea, koTopble TpebytoT BeBoga MNUH gna gocTyna B nomelleHve, rae pacnonoXeH
B6aHkomar.

3. B cnyyae ecnu nobnunsocTu ot 6aHKOMaTa HaxoAaTCA NOCTOPOHHUE nuua, cneayeT BoibpaTb 6onee noaxoasiiee
BpeMs Ans ucnonb3oBaHua 6aHkoMaTa unu Bocrnonb3oBaTbca Apyrum 6aHKoMaToMm.

4. Tlepen wcnonb3oBaHWem ©GaHKkOMaTa OCMOTPUTE €ro Ha Hanuume JOMONHWUTENbHbIX YCTPOWCTB, He
COOTBETCTBYIOLLUMX €ro KOHCTPYKLUMU U pacrnonoXeHHbIX B MecTe Habopa NMNH n B mecte (npopesb), npegHasHa4YeHHOM



ONS npuema KapT (Hanpumep, HannynMe HEpOBHO YCTAHOBIEHHOW KknaBuaTypbl Habopa WH). B ykasaHHOM cnyyae
BO3EpXMTECH OT UCNOMb30BaHNsA Takoro 6aHkomara.

5. B cnyyae ecnu knaeumaTypa Wnu MecTO Ans npuema kapT GaHkomata o6opyAoBaHbl AOMOMHUTEMbHBIMM
YyCTpOWCTBaMM, HE COOTBETCTBYIOLLUMW €r0 KOHCTPYKLUMW, BO3AEPXKUTECH OT UCMONb30BaHMA BaHKOBCKOW KapTbl B AaHHOM
BaHkomaTe M coobLuMTE O CBOMX NOAO3PEHMAX COTPYAHMKaM KpeAWTHOW opraHusaumm no TenedoHy, ykasaHHOMY Ha
H6aHkomaTe.

6. He npumeHsinTe duanyeckyto cuny, 4ytobbl BCTaBUTbL GaHKOBCKYIO kapTy B 6aHkomaTt. Ecnn 6aHkoBckas kapTa He
BCTaBNSAETCH, BO3AEPKUTECH OT UCMONb30BaHNA Takoro 6aHkomara.

7. Habwupante NMNH Taknum oBpasom, 4Tobbl NoAN, HAXOASAWMECSH B HENOCPEACTBEHHOW BNM30CTW, HE CMOIMKN ero
yBugeTb. [Npu Habope NMUH npukpbiBanTe KNasmaTypy pyKom.

8. B cnyyae ecnu 6aHkomat paboTaeT HEKOPPEKTHO (Hampumep, JONroe BpeMs HaxXoAWUTCH B pexuMe OXuaaHus,
CaMOnpoOU3BONbHO MepesarpyxaeTcs), crieqyeT OTka3aTbCA OT MCMONb30BaHWS Takoro GaHkoMaTta, OTMEHWUTb TEKYLLYHO
onepauuio, HaxxaB Ha knasuaType KHomnky “OTMeHa”, n JoxaaTbca Bo3BpaTa 6aHKOBCKOMN KapThl.

9. lMNocne nonyyeHUs HanMYHbIX AEHEeXHbIX cpeacTB B GaHKkomaTte cnegyeT nepecyntaTb 6aHKHOTbI MONUCTHO,
ybegntbca B TOM, YTO GaHkoBCkas kapta Obina BosBpalieHa GaHKkOMaToM, AOXAATbCA Bbiayn KBUTAHLUMW Npu ee
3anpoce, 3aTeM MONOXUTb UX B CYMKY (KOLLENeK, KapMaH) MU TONbKO Nocre 3Toro OTXOANUTb OT BGaHKkoMaTa.

10. CneayeT coxpaHsTb pacnevyataHHble 6aHKOMaToOM KBUTaHUMM ANA NOCMeaylolWe CBEePKU yKa3aHHbIX B HUX
CYMM C BbIMUCKOW No GaHKOBCKOMY CYETY.

11. He npucnywmBanTech K COBETaM TpeTbUX NL, a TaKKe He NPUHUMaNTE NX MOMOLLb NpY NpoBeAEHMN onepaumi
¢ 6aHKOBCKOW KapTol B BaHKoMaTax.

12. Ecnn npu npoBeaeHnun onepauui ¢ 6aHKOBCKOM KapToh B GaHkomaTe GaHkomaT He Bo3BpallaeT 6aHKOBCKYHO
KapTy, crnepyeT MNO3BOHWTb B KpPeAWTHYI opraHu3aumio no TtenedoHy, ykasaHHOMy Ha 6aHkomarte, U OOBACHUTb
obCcToATENLCTBA MPOU3OLLEALIEro, a Takke cregyeT obpaTUTbCA B KPeOQUTHYIO OpraHu3auuio — 3MUTEHT 6aHKOBCKOM
KapTbl (KPEAMTHYIO OpraHu3aumio, BbiaaBLUlyto HaHKOBCKYIO KapTy), KoTopas He Gbina Bo3BpalieHa 6aHkomaTom, 1 janee
cnefoBatb MHCTPYKUUSAM COTPYAHMKA KPeAUTHOW opraHn3auun.

PekoMeHpauumn npu ucnonb3oBaHUU GAHKOBCKOW KapThbl AN 6e3HanM4Hoi onnartbl TOBapoB U ycnyr

1. He ncnonb3yinte 6aHKOBCKUE KapThl B OpraHU3aLmax TOProsrun 1 YCnyr, He Bbi3blBaOLLMX JOBEPUS.

2. TpebyiiTe npoBedeHUs onepauuini ¢ GaHKOBCKOW KapTOW TONMbko B Bawem npucytctBuMn. OTO HEOOXOAUMO B
Lensax CHKEHNA pyUcka HenpaBoMepHOro nony4yeHns Bawmx nepcoHanbHbIX faHHbIX, Yka3aHHbIX Ha 6aHKOBCKON kapTe.

3. Mpu ncnonb3oBaHWM 6aHKOBCKON KapThl AN OMnaThl TOBAPOB U YCMYr Kaccup MoXeT notpebosaTh OT Bnajernbsua
©6aHKOBCKOWM KapTbl NPefoCcTaBUTbL NacnopT, nognucaTs Yek unu seectu NMAH. Nepen Habopom MNMNH cneayet y6eauTbesa B
TOM, YTO NIOAUN, HaXoAsLWMECH B HEMOCPEACTBEHHON BNN30CTW, HE CMOryT ero yBuaeTb. epea Tem kak nognucatb Yek, B
obsa3aTenbHOM Nopsake NPoBepbTe CYMMY, YKazaHHYIo Ha Yeke.

4. B crnyyae ecnu npu nonbiTke onnatbl 6aHKOBCKOW KapTOW UMerna MecTo “HeycneluHas” onepauus, crnegyet
COXPaHUTb OAMWH 3K3EeMMMSp BbliAAHHOrO TEPMUHANOM Yeka AN nocnegylowein NpoBepku Ha OTCYTCTBUE YKa3aHHOW
onepauun B Bbinucke no 6aHKOBCKOMY CYETY.

PekoMeHaaummn npu coBepLieHUU onepaumii ¢ GaHKOBCKOM KapToii Yepes ceTb MHTepHeT

1. He ucnoneayite NMUH npu 3akase ToBapoB 1 ycnyr Yepes ceTb VIHTEpHET, a Takke no TenedoHy/dakcy.

2. He coofuwante nepcoHanbHble AaHHble WM MHopmaumio o BGaHkoBCKOW(oM) kapTe (c4eTe) uyepes ceTb
WHTepHeT, Hanpumep MNH, naponu goctyna k pecypcam 6aHka, Cpok AeACTBMSA 6aHKOBCKON KapTbl, KpeAUTHbIE NUMUTI,
UCTOpPMIO onepauuii, NnepcoHanbHbIe AaHHbIE.

3. C uenbio npefoTsBpalleHnss HenpaBOMEPHbIX [OENCTBUA MO CHATMIO BCEN CyMMbl [EHEeXHbIX CpeAacTB C
©aHKOBCKOro cyeTa pekoMeHAyeTcs Ans onnaThl NOKYNnok B ceTn MIHTepHeT ucnonb3oBaTth oTAenbHY0 6aHKOBCKYIO KapTy
(Tak HasbiBaeMylo BUPTyarnbHYO KapTy) C nNpedenbHbIM NMMUTOM, NPefHasHayYeHHYo TOMbKO ANA yKa3aHHOW uenu n He
NO3BONSAIOLLYI0 MPOBOAMUTL C €€ UCMOoMb30BaHWEM onepaummn B opraHnsaumnsix TOproenu u ycryr.

4. CnepyeT Nonb3oBaTbCA UHTEPHET-CaliTaMmn TOMbKO U3BECTHBIX 1 MPOBEPEHHbLIX OpraHn3aunii TOprosnu u ycryr.

5. ObsazaTenbHO y6eauTech B NpaBUbHOCTU aapecoB NHTEPHET-CANTOB, K KOTOPbIM NOAKIOYaeTECh N Ha KOTOPbIX
cobupaeTechb COBEPLUUTL MOKYMKWU, T.K. MOXOXMEe aapeca MOryT UCMOoNb3oBaTbCA ANA OCYLLECTBNEHUA HernpaBOMEpPHbIX
LEeNCTBUN.

6. PexomeHayeTcsa coBepLuaTh MOKYMKM TONbKO CO CBOEro KOMMbIoTEPa B LENsAX COXpaHeHUsA KOHUAEHUMansHOCTH
nepcoHanbHbIX 4aHHbBIX U(unn) nHdopmauun o 6aHkoBCKo(oM) kapTe (cueTe).

B cnyyae ecnu nokynka coBepLUaeTCs C UCMOMb30BaHWEM YYXOro KOMMbIoTepa, He PEKOMEHAYETCA COXPaHATb Ha
HEeM MepcoHanbHble AaHHble U APYryio MHMOpMaLMIo, a Nocne 3aBepLUeHUs BCEX ornepauuil Hy>xHO ybeauTbCs, YTo
nepcoHarnbHble AaHHble U Apyras MHopmauma He coxpaHunuch (BHOBb 3arpysuB B 6pay3epe web-cTpaHuuy npogasua,
Ha KOTOpOW coBepLUanunch MOKYMNKK).

7. YcTaHOBUTE Ha CBOW KOMMbIOTEP aHTUMBMPYCHOE MporpaMMHoe obecneveHue u perynsapHo npoussoauTe ero
obHoBneHve n O06GHOBMEeHWe Apyrux Wcnonb3yemblx Bamu nporpammHbIX MNpoAyKTOB (ONEpaumoHHOW CUCTEMbI U
nprKNagHbIX NporpamMM), 3T0 MOXeT 3aWwnTuTL Bac oT NpOHUKHOBEHUS BPEAOHOCHOMO NPOrpaMmmHOro obecrneyeHus.



