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This article aims to present the fairness bias in the models of artificial intelligence. First,
it introduces use cases and legislative constrains of automated decision making towards
sensitive features. Then using academic datasets, the historical human bias, measures of dataset
fairness, and the effective way of choosing the respective metric are presented. And last,
different Al models are estimated to show the replication of decision bias from data to models.

The design of the research is observational; academical datasets have been used. For the
quantitative analysis both descriptive and inferential statistics are applied.

The analysis was done for the problem of binary classification mainly focusing on the
decision making in finance. The phenomenon of unequal decisions aimed at unprivileged
demographic groups was shown and quantified, stating the example given with averaging 8-
20% bias between groups, which was also present in even most accurate models — 85% and 90%
AUC score.
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Introduction

There is a common belief that using an automated system makes decisions more objective
and fairer. Yet, Al (artificial intelligence) algorithms are not always as objective as we expect
them to be. And the main reason of biased algorithms is that they generally learn from the
historical data, thus learn the historical biases, too. In the following research, we show that “well-
performing” machine learning algorithms replicate the human bias as they imitate human behavior,
and apply the proposed methodology to two predictive modeling problems in finance, one for the
income prediction and the other for the bank account access of an individual. We will also refer to
the methodologies of supervision to select the proper metric of fairness.

Though there had been different definitions of algorithmic fairness, the conference talk by
Arvind Narayanan summarized many different opinions on the topic and most importantly a
domain specific approach was applied as definition of human and algorithmic fairness in
jurisdiction differ from fairness in text analysis (Narayanan 00:00:01 - 00:55:20). So far, such
topics have become more and more popular during conferences in the scope of fairness,
accountability and transparency (Katel; Kamisnki and Malgieri). Speaking of transparency, it is
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necessary to mention some of the legislative regulations (General Data Protection Regulation;
California Consumer Privacy Act) that provide the fair use of the client data, violation of which
has of course caused some major companies enormous fines.

Our research mainly focuses on the historical and algorithmic fairness for socio-economic
applications. Many of the automated decisions affect human lives (job applications, loan
applications, medications, bail), there is an ethical demand, sometimes a legal one, too, to create
unbiased Al algorithms or mitigate the bias from the existing ones. Here are some use cases of
different domains.

e An algorithm used by the United States criminal justice system had falsely predicted future
criminality among African-Americans at twice the rate as it predicted for white people (Angwin et
al).

e Amazon discovered that their Al hiring system was discriminating against female
candidates, particularly for software development and technical positions. One suspected reason
for this is that most recorded historical data were for male software developers.

e Google’s ad-targeting algorithm had proposed higher-paying executive jobs more for men
than for women

o Face detection system by Nikon was falsely classifying the Asian as eye-blinking.

In the theoretical part of the research we summarize different methodologies and techniques
suggested by authors. For the practical part we have use cases and applications supporting the
observational outlook of the study.

The following steps are applied as a map of research. First, the theoretical overview of the
problem is presented and respective mathematical formulations of the concept. Previously
suggested methods are grouped in the matter of similarity for use. Second, two cases of the
application are shown for the field of financial management. Academic and open-source datasets
are shown for the later considerations and respective exploratory data analysis is implemented
including fairness reporting. Then, we train the suggested models choosing the best
hyperparameters: grid-search method with 5-fold cross-validation is used for the 80% of the entire
data. 20% holdout is used for the final model evaluation for accuracy, AUROC, AUPR. Last,
fairness metrics are computed and interpreted.

To implement the suggested methodology, a set of open source tool-kits have been used
supporting Python 3.9. Scikit-learn library was used for model evaluation and feature engineering.
AIF360 was used for fairness metrics estimation, both for datasets and models. Visualization was
performed using Matplotlib library. A reproducible source code link for the analysis can be
provided as requested.

Defining Fairness
For the further discussion we consider the following problem (Dwork et al 217): we have a
historical data of credit loan applications and optionally we need to build a model that can predict
whether the new applicant will be successfully granted a loan or not. For the historical dataset, we

have a set of X features, can be both discrete and continuous, which will be used for training and
predictions of the model, e.g. age, educational level, gender, race, monthly income, and prediction

label, a binary feature ¥ which will be used for supervision while training the model and outcome
variable for prediction, e.g. the application was successful. A label whose value corresponds to an
outcome that provides an advantage to the recipient (such as receiving a loan) is called favorable

label and we noted as ¥ = 1. An attribute from X that partitions the dataset into groups whose

outcomes may hypothetically have parity is called protected attribute, S, e.g. gender of the
applicant, and a protected attribute value indicating a group that has historically been at a systemic

advantage is called privileged value (group), of a protected attribute, § = 1, (here we assume
males as privileged group).

184



AhSUuUL Ursut SCIENTIFIC ARTSAKH HAYYHBIA APLIAX Ne 2(9), 2021

Individual vs Group
With respect to the analysis purposes, a proper metric of fairness bias must be chosen.
When the fairness of decision is related to a specific subject, here the applicant, an individual
fairness metric must be chosen. Individual fairness seeks for similar subjects to be treated fairly,
that is to have the approximately equal conditional probability to be classified to same label. We
note that as following,

|P(Y(i) —y, |X(i)) _ p(y(j) =y, |X(J'))| <e,ifd(i,j) =0

where d (i, j) is the distance between 2 observations. The selection of a distance measure
is problem-specific. In general case, where there are few features, we choose Euclidian distance; as
the Euclidian distance assumes the independence of the features. Hamming distance is the
alternative option once we have many categorical features. Individual fairness is useful for case
reports, but also can be summarized as descriptive statistic to a specific group of subjects. Note
that protected attribute is simply considered as the rest of the features.

For most of the cases group fairness metrics are computed as either descriptive statistics or
a model performance measure. In this case we subset the dataset by the possible values of the
protected attribute. However, the methodology highly depends on the objectives of the research,
therefore we classify such metrics to following groups.

Group Fairness: Data vs Algorithm
Every time when algorithmic fairness is mentioned, we intuitively think of an algorithm
that is applied fairly, that is we think of a production process of an application. However, we can
measure the historical human bias. For example, we need to know how fair our loan office acted
and whether there has been a systematic bias towards a specific group of applicants. We can find it

by computing the difference between conditional priors - P(Y = 1|S=1) — P(Y = 1|S #
1). Yet, not all the metrics can be computed for dataset descriptions, thus hereafter we present the
metrics for the model fairness, additionally notating Y as outcome vector of the model.

Group Representations vs Group Errors
Concept of various fairness analysis have different requirements. Some analysis is to imply
overall fairness of the model or the dataset: for such purposes we use representation metrics.
Disparate impact (Barocas et al 671) is the proportional difference of positive outcome
probabilities between unprivileged and privileged. groups.

PY=1|S#1)
PY=1|S=1)

& shows the proportional fairness difference between the groups, and empirically optimal

value must be below 0.2, that is disparate impact metric is above 80%. However, typical cases
are when the dataset is imbalanced by the classification label and proportional metric can be
misleading; metrics of absolute difference must be applied — Demographical (Statistical) parity.

|P(Y=1|s#1)-P(Y =1|S=1)| <¢
Whenever using group representations, we assume the “We are all equal” (Moritz et al 4)

rule. Disadvantages of this approach are overall aggregating between classification groups which
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leads us to use “What you see is what you get approach”. Group metrics target a specific
classification group, e.g. for loan application problem, we are rather interested in not approving
loan to the failing subjects than not failing ones, that is we concentrate rather on false positives
rather than false negatives. From the perspective of algorithmic fairness, we need to assure that the
false positives are similar between groups. Confusion matrix, both total and group-wise, is used to
compute group errors.

True Negatives False Positives Negatives
False Negatives True Positives Positives
PN PP T

Predicted Negatives Predicted Positives Total

Table 1: Confusion matrix of a binary classification model
For the current situation, as a loan officer we are interested in False Discovery Rate or
False Positive Rate (Fall-out) and their parity as our decisions are punitive (Kleinberg et al).

FDR = kP FPR = il
~ PP’ N

FDR Parity = FDRynpriy — FDRpyiy
FPR Parity = FPRynpriy — FPRyyiy

For assistive cases, such as judicial operations, recidivism prediction, we aim to assist
society, therefore we select different metrics of performance and fairness, such as False Omission
Rate and False Negative Rate.

FOR = N PR = N
~ PN’ P

FOR Parity = FORunpm, - FOan-,,

ENR Parity = FNRynpriv — FNRypip
Previous methods, called equalized odds, in addition to many other metrics, support
specific groups of interest, therefore any problem is required to be considered more detailly and

consulted with a domain expert. As a summary of the methodology, we present the following tree
of rule for the reference.

FAIRNESS TREE

Do you want to be fair based on disparate representation or based on
isparate errors of your system?

I |

Are you intervening with a

s v 1l % of the v i t:-_';'::;rv
) population? pop!
Parity

s o5 Equivalent to
e < or Oisparate Impact
Statistical Pority

Figure 1: Decision rule for fairness metric selection
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Datasets and Baseline Models
Adult Dataset (adult)

First dataset, that we used for the analysis is the “Adult Data Set” from UCI Machine
Learning Repository. It consists of records of individual and their yearly incomes, other features
include age, race, education, gender, etc. and the task is to predict whether the individual has
income of higher than 50,000 US dollars or not. For the fairness analysis we assume gender as
protected attribute with male as privileged group, in addiction to race with white as privileged
group. For the baseline classification models we selected 4 different models, 1 linear and 3 tree-
based, Logistic Regression (LR), Decision Tree (DT), Random Forest (RF) and Gradient Boosting
(GB) with training pipeline presented in the source code reference. GB obviously outperforms
other models with both ROC and PR scores.

ROC curves for train split PR curves for train split
10 10
09
08
08
L
i
0.6
E E o7
£ ]
7 506
£ 13
w 04 £
& 05
02 — LR (AUC = D 90) 04 { — LR{AP =076)
DT (AUC = 0.92) DT (AP = 0.79)
RF (AUC = 0.92) 03 RF {AP = 0.80}
00 — GE (AUC =093} — GE [AP = 0.85)
00 02 0.4 06 08 10 00 0z 0.4 06 08 10
False Positive Rate Recall

Figure 2: ROC and PR curves for baseline classification models (adult dataset, train and
test splits)

Financial Inclusion in Africa (finincl)

Second dataset, Financial Inclusion in Africa, is a survey result from 4 different African
countries with prediction task to classify subjects into two groups whether they have a bank
account or now. And again, we assume gender as a protected attribute. Ensemble methods have
shown better performance for this dataset, too.

ROC curves for test split PR curves for test split
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Figure 3: ROC and PR curves for baseline classification models (finincl dataset, train and
test splits)

Results
As mentioned in the methodology, first we need to implement a full exploratory analysis on
the dataset. Adult dataset contains has a significant class imbalance towards unpreferable label,
75% of all records, while for the other dataset this phenomenon is milder, 59%. One method, we
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suggest using for visualizing the relations between two categorical features (here outcome variable
and protected attribute), is mosaic plot. The areas of the on a mosaic represent the percentage of
total presence for the respective subgroup.

>50K

>50K

<=50K
<=50K

Male Female Other White

Female Male

Figure 4: Mosaic plots for adult-gender, adult-race, finincl-gender dataset-attribute pairs

To support our visual representation of the historical fairness bias we evaluate previously
introduced dataset metrics. Disparate Impact (DI) metrics for all 3 cases are below 0.8 which is
empirically considered a reasonable threshold. Note that for the finincl dataset in spite of low DI,
Statistical Parity (SP) difference equals to -0.08, which combined alert that we work with small
target subgroups of preferable label. After examining the historical bias, we can proceed with the
model evaluation.

dataset_protected-attribute|adult_gender adult_race finincl_gender
metric disparate_impact 0.36 0.60 0.56
statistical_parity_difference -0.20 -0.10 -0.08
Table 2: Dataset fairness metrics

Accuracy metrics supports AUROC and AUPR metrics to choose GB model over other
three. Group representation fairness metrics of the models are not better than dataset metrics, that
is we showed that historical bias is replicated and reproduced.

Speaking of group errors, we may see that for some model-target pairs we may even have
reverse fairness bias (highlighted with red). Considering the case of the finincl dataset, we see that
with gradient boosting method fairness bias is not reproduced for the positives. Furtherly we may
consider research of significance for the following metrics and analysis of confidence intervals.
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dataset_protected-attribute adult_gender adult_race finincl_gender
metric LR DT RF GB |LR DT RF GB |[LR DT RF GB
accuracy 0.82 0.76 0.77 0.87| 0.82 0.76 0.77 0.87| 0.81 0.79 0.81 0.89

disparate_impact 0.65 0.69 0.64 0.59| 0.47 0.55 0.51 0.52

statistical_parity_difference -0.28 -0.17|-0.11 -0.14 -0.16 -0.08(-0.19 -0.17 -0.17 -0.04
false_discovery_rate_difference 0.01 -0.08 -0.10 -0.01f 0.09 0.10 0.08 0.09| 0.01 0.01 0.01} 0.11
false_discovery_rate_ratio 1.02 0.84 0.79 0.98| 1.24 1.20 1.16 1.44| 1.01 1.02 1.02 1.46
false_positive_rate_difference -0.17 -0.34 -0.33 -0.06|-0.05 -0.08 -0.10 -0.01f-0.15 -0.15 -0.14 -0.01

false_positive_rate_ratio 0.71 0.72 0.65 0.73] 0.44 0.51 0.48 0.70
false_omission_rate_difference -0.05 -0.03 -0.02 -0.08|-0.04 -0.03 -0.03 -0.05/-0.01 -0.03 -0.01 -0.04
false_omission_rate_ratio 0.47 0.57 0.65 0.49 0.47 0.49 0.56| 0.82 0.60 0.74 0.65

false_negative_rate_difference 0.01 0.01 0.01 0.04 0.07' 0.13 0.10
false_negative_rate_ratio 1.03 1.05 1.13 1.11f 1.82 1.31 1.61 1.15

Table 3: Model fairness metrics (colored scaling is following, yellow — best performing
model, white — no fairness bias detected, blue — fairness bias against privileged group detected, red
— fairness bias in favor of privileged group detected)

Conclusions
As opposed to the idealistic approach that automated systems are peeking the
performance and surpassing human in all frontiers, our research shows the performance issue of
the “learning from data” method and most specifically it is reproducing human bias. However,
different automation problems require specific approach to compute algorithmic fairness: Here we
show a tree of decision to choose a proper metrics of performance, their mathematical formulation
and references.

The application of the suggested methodology has shown that the historical systematic bias
towards a privileged group is reflected into baseline models. For all the datasets disparate impact
and statistical parity metrics are the same both for datasets and models that is subjects will be
treated similarly as a result of the automations. For adult dataset we have no predefined problem of
automation which means group representation metrics are preferred, in contrary to financial
inclusion dataset where we planned to minimize false positives group errors are important. False
positive ratios between male and female groups differ twice which is considered as a serious
algorithmic bias.

Next, we intend to explore different bias mitigation algorithms, apply for problems of the
same scope and report metrics comparison. Such techniques are currently popular for automated
systems of juridical decisions and we plan to apply them for financial modeling. Besides, next
steps include building of the efficient accuracy-fairness frontier for a specific class of models and
optimization path from starting model.
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ONPEJEJIEHUE U OBHAPYXKEHUE HPEJAB3ATOCTH
CITPABEJJIMBOCTH JJIA ITPOBJIEMbI JIBONYHOU
KIIACCU®PUKAIIUU B PUHAHCOBOM AHAJIU3E

T'EBOPT KAJIAUSIH
acnupaum axyrbmema 3KOHOMUKU U MEHEOHCMEeHMa
Epesanckozo ecocyoapcmeennozo ynusepcumema,
. Epesan, Pecnyonuxa Apmenus

Lenpto maHHOW CTAaThM SIBISIETCSl TNPEACTaBICHWE IIPEAB3ATOrO OTHOWICHHSI K
CIPaBEVIMBOCTH B MOJESIX HCKYCCTBEHHOI'O HWHTEIUIEKTa. B mepByro odepeap IOKa3aHbI
BapUaHThl MCIOJIB30BAaHUS M 3aKOHOJATENIbHBIC OrPAaHMYCHUS aBTOMAaTHYECKOTO TPHHATHS
peleHnit B OTHOLIEHUH YyBCTBUTENBHBIX aTpHOYTOB. 3aTeM, HCIIOJIb3Ys aKaJeMUYeCKUe HaOOPEI
JAHHBIX, MbI TPEJCTABISAEM JIONMYIICHHYI0 UEJIOBEKOM HCTOPUYECKYIO IIPEAB3SATOCTh, €€
KOJIMYECTBEHHBIE MapaMeTpbl U 3 (GEeKTUBHBIE METO/IbI BEIOOPA COOTBETCTBYIOIIMX IOKA3aTeNeH.
B 3axmroueHue Obla IPOBEICHA OLEHKA HECKONBKUX MOJeNeld HCKYyCCTBEHHOTO HMHTEIUICKTA C
LETBIO MIPOJICMOHCTPHUPOBATH 3aKOHOMEPHOCTh OTKJIOHEHUH JAHHBIX MOJIENEH.

Mertoauka ncciaeoBaHus - HaOMIOJEHUE, TIPH KOTOPOM HCIOJIB30BATHCH aKaIEMUUCCKHE
JaHHbIC. [ KONMMYECTBEHHOTO aHanmn3a OBLIM MPUMEHEHB! OMMCATENbHBIC U MIPOTHO3UP YIOIIHUE
CTaTHCTHYECKNE IaHHBIE.

AnHanu3 ObII TIpOBeAEH AL MPOOIEeMbl OMHAPHON KiIacCH(UKAIMM, IPH 3TOM OCHOBHOE
BHHMaHHE ObUIO YAEIECHO ee MPUMEHEHHIO B cdepe (rHAHCOB. MBI MOKa3alH U KOJINYECTBEHHO
OLICHWIH TIPUHSTHE HEPAaBHOLICHHBIX PEICHUH B HanboJiee yS3BUMBIX COLMAlbHBIX IPyINax: Ha
HallleM TNpHMepe BHUIHO OTKIOHEHHEe B cpeaHeM Ha 8-20% B JaHHBIX TIpymmax, KOTOpoe
MPUCYTCTBOBYET Jja’keé B CaMbIX JIyYLIMX IO IMPOTHO3aM Mojenax c nokazatensmu AUC 85% u
90%.

KaroueBble cJjoBa: uCKyCCWlGeHHblIJ uHmennekm, MauluHHoe 06y‘l€HH€, 6uHapHaﬂ

maccuqbukauuﬂ, ajeopummuydeckas cnpaee()ﬂueocmb, PA3pO3HeHHoe elusirue, ypaeHueaHue
uaHcoes, owuoKa I’lpe()CMLZGJZQHLIﬂ, cucmemamuieckas ouuoxa cnpage()ﬂusocmu.
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